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1
Decision/action requested

Solution on Protection of data sent via MFAF using existing SBA mechanisms
2
References

 [1] 
3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2” 
3
Rationale

This document proposes a solution on protection of data sent via MFAF addressing key issue 1.4
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
	Solutions
	Key Issues

	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection


	
	1.1
	1.2
	1.3
	1.4
	1.5

	2.1
	2.2
	3.1
	3.2
	3.3

	#1: UE data collection protection
	
	
	
	
	X
	
	
	
	
	

	#2: Network Analysis Framework for DDoS Attack
	
	
	
	
	
	X
	
	
	
	

	#3: Usage of current SBA mechanisms to protect data in transit
	
	
	
	
	
	
	
	
	X
	

	#4: DCCF determining if NF Service consumer is authorized to invoke a service to a Data Producer NF for data collection
	
	
	X
	
	
	
	
	
	
	

	#5: Providing the security of data via Messaging Framework
	
	
	
	X
	
	
	
	
	
	

	#6: Integrity protection of data transferred between AF and NWDAF
	X
	
	
	
	
	
	
	
	
	

	#7: Detection of anomalous NF behaviour by NWDAF
	
	
	
	
	
	
	X
	
	
	

	#8: Privacy preservation of transmitted data
	
	
	
	
	
	
	
	X
	
	

	#9: Processing of tampered data
	
	X
	
	
	
	
	
	
	
	

	#10:Authorization of NF Service Consumers for data access via DCCF
	
	
	X
	
	
	
	
	
	
	

	#11: Authori-zation of NF Service Consumers to access data from ADRF via DCCF
	
	
	X
	
	
	
	
	
	
	

	#12: Solution on Authorization of Data Consumers for data access via DCCF
	
	
	X
	
	
	
	
	
	
	

	#13: Solution for UE data collection protection at NF/NWDAF
	
	
	
	
	X
	
	
	
	
	

	#14: Solution to ML restrictive transfer
	
	
	
	
	
	
	
	
	
	X

	#15: Solution on Protection of data sent via MFAF using existing SBA mechanisms
	
	
	
	X
	
	
	
	
	
	


********** NEXT CHANGE
6.Y
Solution #Y: Protection of data sent via MFAF using existing SBA mechanisms
6.Y.1
Introduction
This solution addresses KI 1.4 on security and protection of data via Messaging Framework
6.Y.2
Solution details
In TS 23.288 Clause 5A.3.2, Messaging Framework Adaptor NF (MFAF) has been defined which offers 3GPP defined services that allow the 5GS to interact with the Messaging Framework. Furthermore, MFAF receives the data from Data source and sends the data to the Data Consumer via 3GPP defined services. 

According to 3GPP TS 33.501 clause 13.3.0 all network functions shall support mutually authenticated TLS and HTTPS. TLS shall be used for transport protection within a PLMN, and thus ensuring communication between NFs is integrity, confidentiality and replay protected. Since the services defined to access the MFAF and to send data to MFAF and receive data from MFAF are 3GPP defined services, they shall adhere to the authorization mechanisms defined for SBA. 

Therefore, the existing TLS and HTTPS protection and the authorization mechanisms defined for SBA are applicable for protection of data sent via MFAF. 

6.Y.3
Evaluation

The solution proposes the security of data via Messaging Framework and MFAF by resuing the existing security mechanism defined for SBA in TS 33.501 Clause 13. 

********** END OF CHANGES

